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Conep:xkanue

1. Onucanne KOMIeTEHIHH.
1.1. AKTyaJIbHOCTb KOMIIETEHLIMH.
0€301macHOCTb» «TOII-50 nHaubonee

BOCTPEOOBAHHBIX M IMEPCHEKTUBHBIX MPO(QECcCHii» B COOTBETCTBUHU C JYUIIUMH 3apyOeKHBIMU

Komnerennust  «Mudopmanmonnas BXOAUT B

CTaHJapTaMH M TEPEJOBBIMH TEXHOJIOTHSMU. YTBEpPXKIACHO IMpuKazaMud MUHHUCTEPCTBA
oOpa3oBanus u Hayku Poccwuiickoii denepanuu ot 09 nexabpst 2016 roma Ne 1551, Nel553 B
Buje PenepalibHbIX 00pa30BaTEIbHBIX CTAHIAPTOB CPEIHEr0 MPOPEeCCHOHANIBHOIO 00pa3oBaHus
10.02.04 «Ob6ecneyenne MHGOPMAITMOHHONW OE30MACHOCTH TEICKOMMYHHKAIIMOHHBIX CHCTEM),
10.02.05 «Ob6ecneyeHne nHGOPMAITMOHHONW 0€30MTACHOCTH aBTOMATU3UPOBAHHBIX CUCTEM).
Nwmes pematoniyo poib B IOBCEAHEBHOM (DYHKIIMOHHUPOBAHWUHU, TEXHHK IO 3alIUTe
uH(pOpMallMM HMMEET CIPOC B OPraHU3alUAX pPAa3JIUYHBIX MacmTabOB KOMMEPYECKOrOo U
rOCy/IapCTBEHHOTO CeKTopa, Takue Kak: kommanus D-Link, Kon Geszomacnoctu, Mudotekc,
HNudootu, Madopmzamnmra u ap. Madopmarmst KOHGUASHIIMATHFHOTO XapaKTepa HYKIAeTCs B
3aluTe, IIK,
ABTOMATU3UPOBAHHBIE CHCTEMBI, CETh, CETEBOE OOOpyHOBaHUE, MEPUMETP OObEKTa U T.IL

CIIEJOBATE€IbHO - B 3alllUTE€ HYXJAIOTCA BCE DJIEMEHThl CHCTEMBI:
TexHuk 1o 3ammre WH(GOPMAIMM HECET OTBETCTBEHHOCTh 3a HACTPONKY OOOpYIOBaHUS H
OPOTPAMMHOTO OOecredeHus] MO 3ammTe HWHPOpPMAaluu, HaJe)KHOE (YHKIMOHHPOBAHUE
ABTOMATH3UPOBAHHBIX CHCTEM MPENNPUATHS, TOAAepKaHne HHPOPMAITMOHHONW 0€30MacHOCTH.
Nudopmannonnas 6e30macHOCTh TpeOyeT MUPOKUA CIIEKTp MO3HAHHUM 1 HaBBIKOB B 00JIaCTH
MH(OPMAILIMOHHBIX TEXHOJIOTUH. B cBsI3u ¢ OBICTPBHIM pa3BUTHEM 3TOW 00JIACTH, TPeOOBAHUS K

TCXHHUKAaM I10 3allluTC PIH(bOpMaI_II/II/I IMOCTOAHHO BO3paCTaroT.

1.2. TIpodeccun, M0 KOTOPHIM YYACTHHKH CMOTYT TPYAOYCTPOMTBLCSI MOC]e
OCBOCHUS TAHHOI KOMIIETEHLNH.
TexHuK 1o 3anuTe HHPOPMAIHIH.

1.3. Ccebliika Ha o0pa3oBaTe/IbHBIN U/ WU MPo(ecCHOHAIBHBIN CTAHAAPT.
(KOHKpeTHBbIEe CTAaHAAPTHI)

HxoabLHUKH CryaeHTbl CnenmajaucThl

®Ir'OC CIIO 10.02.04 dI'OC CIIO 10.02.04 [M® «CrnenuanucT mo 3aimTe
"Obecrieuenue "Obecneuyenre MHOOPMAMOHHOH | MH(OpPMALMK B aBTOMAaTH3HPOBAHHBIX
MH(OPMALHOHHO 0€30MacHOCTH CHCTEMAX)

0e30MmacHOCTH TEIEKOMMYHUKAI[HOHHBIX http://docs.cntd.ru/document/420377328

TEJIEKOMMYHHUKAI[HOHHBIX
cucreM"
http://top-50.gapm.ru/

®I'OC CITIO 10.02.05
"ObecricueHue
nH(popManMoHHOMN
6e3omacHocTH
ABTOMATH3HUPOBAHHBIX CUCTEM"
http://reestrspo.ru/node/580

cuctem"

http://top-50.gapm.ru/

®I'OC CIIO 10.02.05
"Obecneuenre NHHOPMAITMOHHOM
Oe3omacHOCTH
aBTOMaTU3UPOBAHHBIX cucTeM"
http://reestrspo.ru/node/580

®I'0C BO «MHdpopmannonHas
6e30macHOCTh (YpOBEHb
OaxanmaBpuaTa)»
http://fgosvo.ru/news/1/2131




1.4. TpeGoBaHusi K KBaJIu(pUKaALUM.

[[IxonpHUKHU CryneHTbl CrnennaaucTsl
Honoicen 3namo: [onoicen snamo: Jlonocen 3namo:
0COOECHHOCTH u CIOCOOBI 0COOCHHOCTH u CIOCOOBI TumnoBeie CcpencTBa M METOJBI
NPUMEHCHUS  MPOTPAMMHBIX M | MPUMEHCHHWS  MPOTPAMMHBIX UM | 3aIUTHl UHPOPMAIMU B JIOKATBHBIX
MPOTPaMMHO-ANIAPATHBIX  CPENCTB | MPOrPAMMHO-AMMAPATHBIX CPEACTB | U TJIOOAIBHBIX  BBIYUCIUTCIBHBIX
3aluThl HHPOpPMALIUH, B TOM YHUCIe, | 3alIUThl HHOOPMALUH, B TOM YHUCIe, | CETIX
B OTEPAIMOHHBIX cucreMax, | B OTIEPAIMOHHBIX CHCTEMaX, bazoBas KOH(pUTypauus
KOMITBIOTEPHBIX CeTsIX, 6a3ax | KOMITBIOTEPHBIX CeTsIX, 0azax | cucteMbl  3aumMThl  MHODOpPMALUH
JTAaHHBIX; JAHHBIX; aBTOMATHU3UPOBAHHOW CHCTEMBI
TUIOBBIE MOJCIH  YIpPaBJICHHS TUTIOBBIE MOJIENIH  yIPaBJICHUS Ocobennoctn MPUMEHEHHUS
JIOCTYIIOM, CpEICTB, METOJOB U | AOCTYIIOM, CPEJCTB, METOJOB U | MPOrPaMMHBIX H  HPOrPAMMHO-
MPOTOKOJIOB ~ UACHTU(HUKAIIMKA ¥ | MPOTOKOJOB  HMACHTU(UKAIMM W | alllapaTHBIX  CPEJACTB  3alWTHI
ayTeHTU(]UKAIIH; ayTeHTH(UKaIMHY; nHdopmanuu B

THUIIOBBIE CPEACTBA W METOJBI
BCJICHUS aynura, CpeACTB u
CHOCOOOB 3aluThl WH(OpMALUU B
JIOKAJIbHBIX BBIYHUCIIMTCIIBHBIX CCTAX,
CpencTB 3aIIUTEI oT
HECaHKIIMOHUPOBAHHOT'O IOCTYIIA;

OCHOBHBIC TOHATHS KpPUNTOTpaduu

W THUIOBBIX KPHUNTOTpadUIECKUX
METOIOB ¥  CPCIACTB  3alIHTHI
uHdopmManu.
[Honowcen ymems:

yCTaHaBIMBaTh,  HACTPaHUBaTh,
MPUMEHSTh pOTpaMMHBIC u

MpOrpaMMHO-aIIapaTHble CPEICTBA
3alIMTH HHPOPMAIIKK;
JHArHOCTHUPOBAaTh,  YCTPAHAThH
OTKa3bl, obecrevnBaTh
paboTOCHOCOOHOCT U TECTUPOBATH
(GYHKIMHM TPOrpaMMHO-aINapaTHBIX
CPEICTB 3aIUTHl HHPOPMALUH;

TPOBEPSTH BBITIOJTHEHHE
TpeboBaHuit o 3alIuTe
nHpOpPMALUT oT
HECAaHKIIMOHHPOBAaHHOTO  JOCTYyMa
npu aTTeCTAllUU 00BEKTOB

uHdopmaruzanuu 1o TpeOOBAHUIM
Oe3omacHOCTH HHPOPMALIUY;

UCIIOJNIb30BATh THUIIOBBIE
MPOTpaMMHBIE KPHITOTpadUIECKHe
CpencTBa, B TOM qHcIie

3JIEKTPOHHYIO IIOAIINCE;
YCTaHABJIMBATh M HACTpauBaTh

CpelCcTBAa AHTUBUPYCHOM 3alllUThHl B

COOTBETCTBUU C IPEIbABISIEMBIMU

TpeOOBaHUAMU;

OCYILIECTBIJISITh MOHHTOPHHT H
perucTpanuo CBEICHUM,
HEOOXOIUMBIX JUISt 3alIUTHI
00BEKTOB MH(pOPMATH3ALNH, B TOM
qucie c UCIIOJIb30BaHNEM
NPOTPaMMHBIX W NIPOTPaMMHO-

annapaTHBIX CPEACTB OOHApYKeHUs,
OPEAyIPEXACHU] U JIMKBUJALUU
HOCIEACTBUNA KOMIBIOTEPHBIX aTak.
HUMETh PAKTUYECKUH OIIBIT B:
YCTaHOBKE 5! HAaCTpOMKe

THIIOBBIC CPENCTBA U METOIbI
BEACHUSA ayaura, CpEeICTB u
CrIoco0O0B 3aIIUTHl MH(OpMaLUK B
JIOKQJIBHBIX BBIYUCIIUTCIIBHBIX CCTAX,
CpEICTB 3aIHTHI or
HECaHKIHOHUPOBAHHOTO JOCTYIIA;

OCHOBHBIC TOHATHS KPHITOrpapuu

U THUIOBBIX KPHUNTOTPahUICCKUX
METOJIOB W  CPEICTB  3aIUTHI
nHpopmanum.
Jonowcen ymems:

yCTaHaBIMBaTh,  HACTPauBaTh,
MIPUMEHSTh MIPOrpaMMHBIC u

MpOrpaMMHO-aIIapaTHble CpPEICTBa
3alIUTHl HHPOPMAIIHH;
JIMarHOCTHPOBATb, YCTPaHATb
OTKa3bl, obecrieunBaTh
paboTOCIIOCOOHOCT U TECTHPOBATH
(GYHKIMH TPOrpaMMHO-aINapaTHBIX
CPEICTB 3aIUTHl HHPOPMALIUH;

MIPOBEPSTH BBITIOJTHEHHE
TpeboBaHuit o 3aIuTe
uHpopMaLH oT
HECaHKIMOHUPOBAaHHOTO  JIOCTYyIa
pu aTTecTaluu 00BEKTOB

uHdopMaTu3anuu 10 TpeOOBaHUIM
0e3omacHOCTH MH(POPMAITUH;

HCTIONIb30BATh THUITOBBIE
MIPOTrpaMMHBIE  KpHITTOTpaduiecKue
CpeAcTBa, B TOM qucie

3JIEKTPOHHYIO IIOAIINCE;

YCTaHABJIUBATh M HACTpPauBaTh
CpElCTBAa AHTUBUPYCHOH 3allUTHI B
COOTBETCTBUM C INPEAbIBISIEMBIMU

TpeOOBaHUSIMU;

OCYLIECTBIISITh MOHHUTOPUHT U
perucTpanuo CBEJICHUIA,
HEOOXOANMBIX ULt 3aIHUTHI
00BEKTOB MH(OPMATHU3AIMH, B TOM
quce c UCTIONIb30BaHHEM
MPOTPaMMHBIX W NPOTPaMMHO-

anmapaTHBIX CPEACTB OOHAPYKEHHS,
NpEegyNpexAeHUs. U  JUKBUAALUU
MOCIECTBUA KOMIBIOTEPHBIX aTakK.
HMMETb IIPaKTUYECKUH OIIBIT B:
YCTaHOBKE )51 HacTpoike

aBTOMATH3UPOBAHHBIX CHCTEMAaX
TumnoBsie cpencTBa, METOIBI H
MPOTOKOJIBI UICHTU(UKAIINH,
ayTeHTH()UKAIUU U aBTOPU3ALUU
HopmaTuBHBIE TPABOBBIC aKTHI B
o0acTy 3ammTh HHPOPMAIUN

OpraHu3anMoHHBIE  MEpBI 110
3amuTe HHHOPMALIH
Lonocen ymemy:

Kondurypuposatb napamerpsl
CHCTEMbl ~ 3allUThl  MH(OpPMALUH
ABTOMATH3HPOBAHHOW CHCTEMBI B
COOTBETCTBUH c ee
3KCIUTyaTallMOHHOMN
JIOKyMEHTalHei.

OOHapyxuBaTh M  YCTPaHAThH
HEHCIPaBHOCTH CHCTEMBI 3aIUTHI

HHPOPMALINU. aBTOMAaTU3UPOBAHHOMN
CUCTEMBI COTJIaCHO
JKCIUTYyaTalMOHHOM TIOKYMEHTALUH.
[IpousBoauTh MOHTaX u
JIUarHOCTUKY KOMIIBIOTEPHBIX CETEH.
Ucnons3zoBarh TUTIOBBIE
Kpunrorpadudeckue cpencraa
3anuThl HHOOPMAIMK, B TOM YHCJIIC
CpeCTBa JIEKTPOHHOU MOAHUCH.
OdopMIAT TOKYMEHTALHIO 10

periaMeHTalid  MEpONpHATHH |
OKa3aHHUIO YCIIYT B OOJACTH 3aIlUTHI
HHPOPMALIUH.

OdopmisTh TEXHUYECKYIO

JOKYMEHTAIlHI0O B COOTBETCTBHU C
HOPMaTHBHBIMH ITPaBOBBIMU aKTaMH
B 00JTaCTH 3aUTUTHI HHPOPMAIIHH.

Hcnonb3oBath IIPOrpaMMHBbIE
CpeacTBa I apXMBHPOBAHUS
nHpOpPMALNH.

Hcnonp30BaTh MPOrpaMMHBIE U
IPOrpaMMHO-alapaTHble. CPEICTBA
JUIl YHUYTOXXEGHUSI MH(OpMALMH |
HocHTenei naopmanum.

Hcnonb3oBaTh THUIIOBBIC
KpunTorpaduieckue cpezncTBa
3auThl MTHQOPMALIMH, B TOM YHCIE
ANIEKTPOHHYIO TIOATINCE.

OmnpenensiTh  UCTOYHHKH U




OpPOrPaMMHBIX 3aIIUTHI
nHPOPMaINH;

TECTHPOBAHUH GyHKIHH,
JIHArHOCTHKE, YCTPaHCHHUH OTKA30B
" BOCCTaHOBJICHHH
paboTOCIIOCOOHOCTH  TIPOTPAMMHBIX
U [IPOrPaMMHO-aINIapaTHBIX CPEICTB
3aIIUTBl HHPOPMAIHY;

yuete, 00pabOTKe, XpaHCHUH H

CpencTB

nepenaue uHpOpMALNH, JUTSt
KOTOpOH YCTaHOBJICH pexum
KOH(HICHIIMATBHOCTH.

MIPOrPaMMHBIX 3aLIHUTHI
nH(pOPMAINH;

TECTHPOBAHUHU GhyHKITHH,
JMarHOCTHKE, YCTPAHCHHH OTKa30B
u BOCCTAQHOBJICHUH
PpaboTOCIOCOOHOCTH MTPOTPaMMHBIX
U IPOrpaMMHO-aIIaPaTHEIX CPEICTB
3alIUTH HH(POPMALIHH;

yuere, o0pabOTKe, XpaHCHUH H

CpencTB

nepegaue nHpopmanuy, UL
KOTOpOI YCTaHOBJICH peXUM
KOH(UAECHIIMAIEHOCTH.

HPUYNHBI BO3HMKHOBEHHS
MHIMJCHTOB.
OueHuBaTh HIOCJIEICTBUS
BBISIBJICHHBIX HHIIUJICHTOB.
OO6HapyXHUBaTh HapyIICHAS
IPaBUII pa3TPaHUYCHHUS JOCTYIIA.
VYCrpaHATh HapyLICHUsS IPaBHI

pasrpaHUYeHHUs I0CTYIA.

OcymiecTBIATh KOHTPOJIb
obecrieueHust YPOBHs
3aIMUIICHHOCTH B

aBTOMATU3UPOBAHHBIX CUCTEMAX.
Hcnonp3oBaTh
Kpunrorpadgudeckue  METOIOBl U
CpencTBa 3aIIuThl HH(POpPMAIHUU B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX.
Co3naBate, yoalsiaTe U U3MEHSATH

YYETHBIE 3allUCH  MOJb30BaTENEH
aBTOMAaTH3UPOBAHHOM CUCTEMBI.

IInanupoBaTh MIOJINTUKY
6e30macHOCTH IIPOrpaMMHBIX
KOMIIOHEHTOB.

aBTOMAaTH3UPOBAHHBIX CUCTEM
VYcranaBnuBark M HacTpauBaTh

ONCPAIHMOHHBIE CHUCTCMbI, CHUCTCMBbI
Y1paBJICHUA bazamu JaHHBIX,
KOMIBIOTCPHBIC CETH n

MPOTPaMMHBIE CHCTEMBI C Y4YETOM
TpeOOBaHWI 1O  OOECIICYCHUIO
3aIIUTHl HHPOPMAIIHH.
Peructpuposats cOOBITHS,
CBSI3aHHBIE C 3aIIUTOH MH(OPMALUH
B aBTOMaTH3HPOBAHHBIX CHCTEMaX.
AHanu3npoBaTh coOBITHS,
CBSI3aHHBIE C 3aIIUTOW MH(OpPMALUH
B @BTOMaTH3MPOBAHHBIX CHCTEMaX.
Kon¢wurypuposats mapameTpsl
CHCTeMBl ~ 3alWuThl  MH(OPMALUH
ABTOMATH3MPOBAHHBIX CUCTEM.
[MpumensTH TEXHUYECKHE
cpezncTBa KOHTPOJIS 3()(HEKTHBHOCTH
Mep 3aIIUTH HHPOPMALIUH.

IIpumensaTs THUIIOBBIE
IIPOrpaMMHBIE CpencTBa
pPe3epBUPOBAHUS U BOCCTAHOBJICHMS
nHpOpPMALUU B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

ITpumenATH MpOrpaMMHBIE
cpeacTaa obecrieueHus

0€30I1aCHOCTH JAaHHBIX.

JlokymMeHTHpOBaTh AEHCTBUS IO
YCTPAaHECHUIO  HEUCIPABHOCTEH B
pabote CHCTEMBI 3aIUTEI
HH(POPMALIUU. aBTOMAaTU3UPOBAHHON
CHCTEMBI

BrrsiBienne yrpos 6e30macHOCTH
nHpOpPMALTH B
aBTOMATH3UPOBAHHBIX CHCTEMaX.

YcrpaHeHne  HEIOCTaTKOB B
(YHKIIMOHUPOBAHUH CUCTEMBI
3alUThI uHpOpMAIHU

ABTOMATHU3MPOBAHHOM CHCTEMBI.
[TpuMeHsITh MHCTPYMEHTAJIbHbIC




CpencTBa KOHTPOJS 3alUIICHHOCTH
nHpOpMaUN B
ABTOMATU3MPOBAHHBIX CHCTEMaX.
Yerpassrsb W3BECTHBIE
YS3BUMOCTH ~ aBTOMAaTHU3MPOBAHHOM
CHCTEMBI, MPUBOISIIIIE K
BO3HHKHOBEHHUIO yrpos
6e3omnacHOCTH MH(POPMAIHH.
VYeTpaHsaTh BBISIBIICHHBIC
YSI3BUMOCTH ~ aBTOMATH3HUPOBAHHOI
CHCTEMBI, MPUBOIAIIIE K
BO3HHKHOBCHHUIO yrpo3
0e301acHOCTH MH(POPMAIHH.

2.KonkypcHoe 3a1anue.
KonkypcHoe 3aganne MoxkeT 0bITh H3MeHeHO Ha 30% B npeaenax

CYLIECTBYOIIMX MOAYJICH.

2.1. KpaTkoe onncanue 3aiaHus.

IIxonbHuKkH: B XoIe BBINOIHEHUS KOHKYPCHOI'O 33JaHUsl YYaCTHUK BBIITOJIHIET

CIIeAyIOIIMe JACUCTBHS C wHcrmoib3oBaHueM VPN-cuctrem kopnopartuBHOro kiacca (Virtual
Private Network):

Pa3BéprhiBaHue, HacTpoilka u mpoBepka paborocnocodHoctd  VPN-cetm Ha
CYIIECTBYIOILECH U BBIYUCIUTENLHON HHPPACTPYKTYpE.

AJZIMUHHCTPUPOBAHHUE Y3JIOB U TIOJIb30BATEINCH.

BeimonHenne koMrpomeTaiyy y3JoB, KIII04eH, mojbp3oBaTeneid. BoccraHoBieHnue cBsi3u.

CTy}]EHTLI: B xome BeImoIHEHUS KOHKYPCHOI'O 3aJlaHus YYAaCTHHUK BBIIIOJHACT

cilenylomue JAelcTBUs ¢ ucnoib3oBaHueM VPN-cucrem koprnopatuBHoro kmacca (Virtual
Private Network):

Pa3BéprhiBaHue, HacTpoilka u mpoBepka pabortocnocooHoctH VPN-cetm Ha
CYILIECTBYIOIIEN U BBIYUCIUTEILHOU HHPPACTPYKTYpE.

AJIMUHUCTPUPOBAHUE Y3JIOB U MOJIb30BATEIEH.

BrimonHeHne KOMIIpoMeTaluy y3J0B, KII04€ei, oyb3oBareneil. BoccranoBnenue cBa3u.
OOHOBIIEHUE KIIIOYEBOH MHPOPMALIUH.

Opranuzanuo MeXCeTeBOro B3auMOJAEHCTBUS U TYHHEITUPOBAaHHUS.

Cl'leIII/IaJII/ICTbI: B X0€ BBIIIOJIHCHUA KOHKYPCHOI'O 3aJdaHWs YYaCTHUK BBIIIOJIHACT

cienymoomue JAelcTBus ¢ ucnoib3oBaHueM VPN-cucreM kopropatuBHoro kiacca (Virtual
Private Network):

PaspépThiBaHMe, HacTpoiika M TpoBepka paborocnocodHoctn VPN-cetn Ha
CYIIECTBYIOILEH U BEIUMCIUTEIbHON HHPPACTPYKTYpE.

AJMUHUCTPUPOBAHUE Y3JI0B U MOJIb30BATENEH.

BrinonHenne koMnpomeranuu y3ioB, KIIIOUeH, ronb3oBareneii. BocctaHoBieHue cBs3y.
OO6HOBNEHUE KITIOUEBON MH(POPMAIUH.

Oprasu3annio MeXCETEBOr0 B3aMMOJICHCTBHS U TYHHEIUPOBAHHUS.

Brenpenune neHTpann30BaHHbBIX MOMUTHK Oe3omacHoCTH. O0ecreueHne 3amuThl padodanx
MECT.




2.2. CTpyKTypa U moApoOHOE ONUCAHNE KOHKYPCHOIO 3a1aHUS.

HaumeHnoBaHnue u

onHcaHHe MOMYJIsI Jlenb Bpems PesyabTar
HIxobHUK Monyns A. IlepBbrit 40 MuUHYT Co3znana
PasBepThiBanue JICHb 3alIMIICHHAs  CeTh
3ammuieHHod VPN ViPNet.
CETH.
Monyns b. Pabora ¢ [epBoIit 40 MuUHYT Hactpoeno
y3JIaMU | JICHb coenunenus ¢ bJI.
[0JIb30BATEIISIMU.
Monyns B. [epBorii 20 MHHYT IIpoussenena
KOMHpOMeTaL[I/I}I JCHb KOMHp?MeTaHI/IH
y311a. KItouei u
BOCCTaHOBJICHHE
CETEBOTO
B3aHUMOJICHCTBHUS
cpelncTBaMu
YKI/YC
Monyis I [TepBoiii 20 MuHYT Craenanbl
PaboTocmocoOHOCTh ACHb CKPHUHILIOTBI
CETIL. paboTocrmocoOHOMH
cetu ViPNet
CryaeHr Monyns A. | Tlepssii 40 MUHYT Coznana
Pa3BepTriBanme JICHb 3allUIIEHHAasT  CEeTh
3alUIICHHON VPN ViPNet.
CeTH.
Monyns b. Padota c | Ilepsbiii 40 MuUHYT Hactpoeno
y3J1aMH u JCHb COCAUHCHUA C E}I,
[OJIb30BATEIISIMU.
Monyns B. | Ilepsei 40 muHYT [IpousBeneHa
Komnpomeranus J€Hb KOMHngeTaHI/IH
ya3a. KIIFOUeH u
BOCCTaHOBJICHUE
CETEBOTO
B3aHUMOJICHCTBHUS
cpelcTBaMu
YKI/IYC
Monyib I'. | Ilepseii 30 muHyT Crenanbl
Pa6orocrmoco6HOCTH ACHb CKPUHIIOTBI
CETH. paboTocrocoOHOM
cetu ViPNet
IIpoBepeno
B3aMMOJICHCTBYE

Y3JI0B, OTITPABIICHO
COOOIIEHHUE AET0BOM
IIOYTHI B IIPOTPaMMe
ViPNet Client
Monitor ¢ y3na
Admin na User.




Cnemuamuct | Moaynb A. [TepBerit 40 MuHYT Co3mana
PazBepTriBanme JICHb 3aIUIICHHAs  CETh
3aIUICHHON VPN ViPNet.

CEeTH.
Monyns b. Pa6ota ¢ | Ilepsbiid 40 MuHYT Hacrtpoeno
y3J1aMu u JIeHb coenunenus ¢ b/I.

MOJIb30BATECIISIMU.
Monyib B. | [Ilepssrit 40 MuHYT [IpomsBeneHa
Kommnpomerarus JCHb KOMIIpOMeTanus
KITtouei u
BOCCTAHOBJICHUC
CETEeBOTO
B3aUMOJICUCTBUA
CpelncTBaMu
YKI/IYC

Monyib T. [TepBbrit 1 gyac Cnenagebl
PaboTocmocoOHOCTh JI€Hb CKPHMHILOTHI

CeTH. paboToCIOCOOHOH
cetn ViPNet
IIpoBepeno
B3aNMOJICHCTBHE
y3JI0B, OTIPaBIECHO
COO0IIeHUE METOBOM
IIOYTHEI B IIpoOrpamMme
ViPNet Client
Hactpoeno
TYHHEIUPOBAHUE
MEXIY  OTKPBITHIM
Y3JIOM OJHOU CETH U
KIIMCHTOM nu3
JIpYTOH CETH.

y3Ia.

2.3. ITocnenoBaTeIbHOCTH BbINOJHEHUS 3a]aHUSA.
HIxoabHUKH:
Moayas A. PazBepTbiBaHue 3amuiiesHoi VPN ceru.

C moMOIIbI0 TEXHOJIOTHH BUPTYaIbHBIX MAIIMH JAJIS1 BBITIOJTHEHUS 33/1aHUs CMOJIEITHPOBaHa
KOpIOpaTUBHAs CeTh OpraHu3aiuu Ha 2 punuanax u 1 oduce mapTHepos.

HeoOxomuMo caMOCTOSITETFHO HACTPOUTH  COEAMHEHUS, MEXAY BHPTYaTbHBIMU
MalIMHAMHU UCIOJIb3YS CETEBbIE MHTEP(ENCHI.
Monayas b. PaboTa ¢ y3j1aMmu 4 110JIb30BATEJISIMM.

[Ipy BbIMOTHEHMM 3aJaHUl HEOOXOJUMO KIIHOYEBbIE HACTPOWKM (YCTAaHOBKA IapoJiei,
HacTpouku coenuHeHus ¢ bJl, kommpomeranus, CKpUHIIOTH paboTocnocobHoi cetu ViPNet u
aQHAJIOTUYHBIC) WJIM YKa3aHHbIE MOMEHTHI B 3aJJaHUU TOATBEPKIaTh CKpUHIIOTaMU. CKPUHIIIOTHI
HEO0OXOUMO COXpaHUTh Ha paboueM crone B manke «Moayns InfoTeCS». @opmaTr HazBaHUs
ckpunmotoB: [TCS-1-2-1.jpg (3amanme 1.2, ckpunmor 1). MoxHo 100aBUTH KOMMEHTapui
(ITCS-1-2-1-Coordinator).

Mopnyas B. Komnpomeranus y3na.

[lepen HauamoM BBIMONMHEHUS 3a(UKCHUPOBATH CKPUHIIOTAMH HMEIOIIYIOCS CTPYKTYPY
cetu u okHO YKII ¢ BapuaHTamMu nepcoHaNIbHOrO KJt0UYa KOMIPOMETHPYEMOTO IMOIb30BATEIIS.
Crenatb CKpUHIIOTHI SKpaHa «3allUIIEeHHasl CETh» Ha JIBYX KOOpJIWHATOpaX.

[IpousBecT KOMMOPOMETAIMIO KIIOYEH M BOCCTAHOBJIICHUE CETEBOIO B3aWMOJICHCTBHUS
cpeacrBamu YKII/IIYC



Moayas I'. HanmeHnoBaHue MOy sl (PerHOHAJBHBIA KOMIIOHEHT).
Pernonsr pa3pabaTbiBalOT CaMOCTOSITEIHHO.

CryneHrsbi:
Monyab A. PazBeprbiBanue 3amuinenson VPN cern.

C noMouIbI0 TEXHOJIOTMH BUPTYaIbHBIX MALIUH JJI BBIIIOJIHEHUS 33/I1aHNs CMOJEINPOBaHA
KOPIIOpaTUBHAS CeTh OpraHu3anuu Ha 2 punuanax u 1 oduce napTHepos.

Heo0xoauMo  caMOCTOSITEIPHO HACTPOUTH  COCIUHEHHS, MEXKIY BHUPTYaJIbHBIMHU
MalllMHAMH UCTIOJIB3Ys CETEBbIE MHTEP(EICHI.
Moayas b. PaGora ¢ y3;1aMu M I0JIb30BaTEISIMU.

[Ipy BBHINOJIHEHWHU 33aJaHUN HEOOXOAMMO KIIOYEBbIE HACTPOHKHM (YCTaHOBKA Iapojei,
HacTpoliku coeaunenus ¢ bJ/l, komnpomeranus, CKpHHIIOTH pabotocrnocobHoit cetu ViPNet u
AQHAJIOTUYHBIC) WJIM YKa3aHHbIE MOMEHTHI B 33JJaHUU MOATBEPKIAaTh CKPUHIIOTaMU. CKPUHIIOTHI
HEO0OXOMMO COXpaHUTh Ha paboueM ctoisie B manke «Moaynb InfoTeCS». @opmar HazBaHUs
ckpuniortos: ITCS-1-2-1.jpg (3amanue 1.2, ckpuHmor 1). MoxHO 100aBUTH KOMMEHTapuit
(ITCS-1-2-1-Coordinator).

Moayas B. Komnpomeranus y3iaa.

[lepen HauanoM BBIMONHEHUS 3a(UKCHUPOBATH CKPUHIIOTAMU HMEIOIIYIOCS CTPYKTYPY
cetu 1 okHO YKII ¢ BapraHTamMu nepcoHaNIbHOrO KJ04Ya KOMIPOMETHPYEMOIrO IOJIb30BATEIS.
Crenatb CKpUHIIOTHI SKpaHa «3allUIlEeHHasl CETh» Ha JIBYX KOOPJAWHATOpaX.

[IpousBecTH KOMIOPOMETAUMIO KIKOYEH M BOCCTAHOBJIIEHUE CETEBOIO B3aUMOJICHCTBHUS
cpenctBamu YKI/ITYC

Monayas I'. HaumeHoBanue MoayJisl (PerMOHAJIbHbINA KOMIIOHEHT).
Pernons! pa3padaTbiBalOT CaMOCTOSITEIBHO.

Crnenuaaucroi:
Moayas A. PazBepTrbiBaHue 3amuiiesnoi VPN ceru.

C noMOIIIBI0 TEXHOJOTMH BUPTYaJIbHBIX MAIIKH JJIs BHIIOJIHEHUS 33JaHUsl CMOJIETIMPOBaHa
KOpIIOpaTHBHAs CETh OpraHu3aluy Ha 2 ¢punnanax u 1 oduce napTHEpoB.

Heo06xoauMo  caMOCTOSITEIBHO HACTPOUTHh  COEIUMHEHMS, MEXIY BHUPTYaJbHBIMU
MalllMHaMM UCMOJb3Ys CEeTeBble HHTEP(EIiChI.
Monayas b. PaboTa ¢ y3j1aMmH 4 110JIb30BATEJISIMM.

[Ipy BbIMOTHEHMM 3aJaHUl HEOOXOJUMO KIIHOYEBbIE HACTPOWKM (YCTAaHOBKA IapoJiei,
HacTpoiiku coenuHeHus ¢ bJl, komnpomeranusi, CKpUHIIOTH padoTocrnocoOHoi cetn ViPNet u
AQHAJIOTUYHBIC) WIIM yKa3aHHBIE MOMEHTHI B 33JJaHUH MOATBEPKAATh CKPUHIIOTaMU. CKPUHIIIOTHI
HEO0OXOUMO COXpaHUTh Ha paboueM crone B manke «Moayns InfoTeCS». @opmaTr HazBaHUs
ckpunmoToB: ITCS-1-2-1.jpg (3amanue 1.2, ckpunHmoT 1). MoxHO 100aBUTh KOMMEHTapuit
(ITCS-1-2-1-Coordinator).

Mopnyas B. Komnpomeranus y3na.

[Tepen HauanoMm BBHINOJIHEHUS 3a(QUKCHPOBATH CKPUHIIOTAMU HMEIOUIYIOCS CTPYKTYPY
cetu 1 okHO YKII ¢ BapuaHTamMM NMepCOHATBHOTO KIIF0Ya KOMIIPOMETHPYEMOTO ITOJIb30BATES.
CrhenaTh CKpUHILIOTHI SKpaHa «3allUIEeHHAast CeTh» Ha JBYX KOOPJIMHATOpAX.

[TponsBecT KOMIIpOMETALMIO KIIIOUYEH U BOCCTAHOBJIEHHE CETEBOIO B3aUMOJEHCTBUS
cpeacrBamu YKII/IIYC

Monayas I'. HaumeHoBanue MoayJisl (PermOHAJIbHbINA KOMIIOHEHT).
Pernonsr pa3pabaTbiBarOT CaMOCTOSITEIHHO.

2.4.30% n3MeHeHHEe KOHKYPCHOIO 3aJaHMS.



['maBHBIN 5KCcHepT B MpaBe U3MEHUThH MapaMeTpbl HACTPONWKU BUPTYaJbHBIX MAIIUH IS
paboThI C CeThIO, a TAKXKE U3MEHUTH cxeMy KoHpurypupoBanus VipNet.

2.5. Kputepum o1ieHKH BbINOJHEHHSI 3aaHUs

I xoJaLHUKHA:

=

Onucanue KpuTepus baer

Mopnyas A. PazsepTbiBanne 3amumeHnoi VPN ceru

[IpaBHIIbHO HACTPOEHBI CeTeBbIe UHTEPGEHCHI

VYcranosnen u paborocnocoben cepep VIPNet IIYC

YcranosiieH u paborocnoco0eH kiaueHT VIPNet {YC

VYcranosinen u paborocnocoben kinueHT VIPNet YKI]

YcraHoBIIeH ¥ HacTpoeH KoopauHatop Windows

VYcranosnen u HactpoeH Koopaunarop dunmana

YcTaHOBNEGH U pa60Tocnoco6eH KJIIMCHT B CCTHU CI)I/IJII/IaJ'Ia

Sl Eal Rl Pl Bad Il e
Ll n|u|u|u|lu] v

Co3/1aH OTYET O CETH

Moayas b. PaGora ¢ y3jaMu ¥ noJib30BaTeIsiMu

V)]

9. | Co3ziaHbl ¥ HACTPOEHBI OJIB30BATENIN U Y3JIbl (AMUH)

10.| Coznansl 1 HACTPOEHBI MOJIB30BaTeNU U Y31kl (KoopauHarop)

11.| HactpoeHo B3aumoeiicTBHE MEXKIY M0JI30BATEISIMU B CETH

Moayas B. Komnpomeranus y3Jia

12.| CkoMIpoMeTHPOBaHbI KIIIOYH M10JIb30BATENS 5

13.| CxoMIpoMeTHPOBAHHBIH MMOJIB30BATENh PAOOTOCIIOCOOEH 5

Moayas I'. HaumenoBanue MoayJist (PermOHAJIbHbIN KOMIIOHEHT)

14. Pe2uoHbl pa3zpabamsisarom camocmoamessHoO 35

Bcero 100

CTyaeHTHI:

=

Onucanue Kputepus bayer

Mopnyas A. PazsepTbiBanne 3amumeHnoi VPN cern

HpaBI/IJ'ILHO HACTPOCHBI CETCBBIC HHTCp(l)CfICLI

VYcranosnen u padorocnocoben cepep VIPNet [IYC

Ycranosinen u padorocnocober kianeHtT VIPNet LIYC

Ycranosinen u padorocnocoben kiaueHT VIPNet YKI]

YcTaHoBIieH U HacTpoeH KoopauHatop Windows

YcranoBnen u HacTpoeH Koopnunarop ¢unuana

YcTaHoBieH 1 pab0TOCIOCOOEH KIUEHT B CeTH puiinana

(O RRV, B RV, RV, RV, AR, N RV, N RV,

Co31aH OTUET O CETH

Mopnyas b. Padora ¢ y31amu ¥ mo/1b30BaTeIsiMi

CO3,Z[8.HBI 1 HACTPOCHBLI IMOJIL30BATCIIN U Y3JIbI (AI{MI/IH)

W

il B B Bl e EA R ol e R e

—_ O

Cozztanbl 1 HaCTPOEHHI NOJIb30BaTENN U Y31kl (Koopaunarop)

[S—
N

HactpoeHo B3anMoieiicTBHE MEX Y MOJIb30BATEISMH B CETH 5

Mopayas B. Komnpomeranus ysiaa




13.| CkoMmpoMeTHpOBaHbl KIIIOUH MOJIb30BATENS 5
14.| CkoMnpoMeTupoBaHHbIH MOJIb30BaTENh paboTOCIOCO0EH 5
Moayas I'. HaumenoBanue MoayJist (PermOHAJIbHBIN KOMIIOHEHT) 35
15. PezuoHbl pazpabameigarom camMocmosamesnbHo
Bcero 100
CnenuaJnucThol.
No | Onucanue kpurepus baer
Mopnyas A. PazsepTbiBanne 3amumieHnoi VPN ceru
1. | IlpaBuibHO HACTPOCHBI CeTeBbIE HHTEP(EHCH 5
2. | Ycranosnen u padorocrnocoden cepsep VIPNet HYC 5
3. | Ycranosinen u padborocnocoden kiaueHt VIPNet HYC 5
4. | YcranosneH u paborocrnocoden kimeHtT VIPNet YKII 5
5. | YcraHoBieH u HacTpoeH koopauHatop Windows 5
6. | Ycranosnen u HactpoeH Koopaurarop dunmana 5
7. | YcranoBiieH u paboTOCIIOCOOEH KIMEHT B ceTH (uimana 5
8. | Coznan otyer o cetu 5
9. | MoayJs b. Padora ¢ y3JaMu 1 110/1b30BaTeIIMH
10.| Co31aHbl U HACTPOEHBI OJIL30BATENH U Y3J1bl (AJIMUH)
11.| Co3nanbl 1 HaCTpOEHBI NOJIB30BaTENHU U y3iibl (KoopaunaTtop)
12.| HactpoeHo B3auMoeiicTBIE MeX 1y MOJIb30BaTEISIMU B CETH 5
Moayas B. Komnpomeranus y3Jia
13.| CkoMmpoMeTHpOBaHbI KIIFOUH MTOJIH30BATENS 5
14.] CxomnpomMeTHpOBaHHBIN MOJIB30BATENb PAO0OTOCIIOCOOEH 2
Moayas I'. HaumenoBanue MoayJist (PermOHAJIbHbIN KOMIIOHEHT) 26
15. PezuoHbl paspabameigarom camocmoamesnbHo
Bcero 100




3. IlepeyeHb HCHOJIB3YeMOro0 00OPY/AOBAHMS, MHCTPYMEHTOB U PACXOJAHBIX
MaTepHuajoB.

3.1. HIK0JIBLHUKH, CTYIEHTHI, CIIEHUATUCTBI

OBOPYJIOBAHME HA 1-T'O YHACTHHUKA

Ob6opynoBanue, tHCTpyMeHTHI, 110, Mebens

Doto
He00X0AUMOro E
Ne HaumenoBan | odopynoBanusi, | Tex. XapaKTepHCTHRH 000py/10BaHMsI, THCTPYMEHTOB M CCHLIKA HA mMeII:'eH“ Kou-Bo
ue cpeacrsa CauT NIPOU3BOAUTEJIHA, MOCTABIIUKA p
HHIUBUAYAJTBbH
0ii 3aLUTBI
1 | Cron 1400x700 mwm, https://meb-biz.ru . 1
2 | Cryn OducHniid, https://beautyoffice.ru/kb-8-kreslo-burokrat M. 1
3 | APM Intel Core i5 nnmu 6picTpee, 16GB RAM u 6onee, 500GB . 1
HDD u 605ee,0C WINDOWS 8.1, Monurop 21 nmroiimMa u
—— OoJee, MBIIIb, KJIABHATYPA, TOCTYII K TOYKE JOCTYIIA
y4acTHUKA 4yepe3 wi-fi KapTy KOMITbIoTepa Wi CeTEBOM
Ka0eJb,
https://www.nix.ru/autocatalog/hp/hp _computers/HP-
ProDesk-600-G3-Microtower-1KB31EA-ACB-i5-7500-4-
500-DVD-RW-Win10Pro 323282.html
4 He menee 500 VA, https://www.dns- M. 1
shop.ru/product/9d493cda46bd3330/ibp-dexp-cee-
Vbl 650va/?p=1&i=7
5 | YumHuTeIh 7« | 220B, 2 meTpa, 6 po3eTOK, . 1
W s https://www.citilink.ru/catalog/computers _and notebooks/p
"1"";‘.' 7 owersafe/powerfilters
6 | Windows 10 Ycranosnennas st pabotsl B VMware Workstation . 1
7 | VMware VMware Workstation Hlr. 1
Workstation
8 | ViPNet VcTaHoBIMK 1. 1
Administrat
or
9 | ViPNet O6pa3z OVA IIr. 3

Coordinator




10 | ViPNet Y CTaHOBIIUK 1. 1
Policy '”'I'
Manager —
PACXO/JHBIE MATEPHUAJIbI HA 1 YYHACTHHUKA
PacxosiHbie MaTepualbl
En.
No | HaumenoBanwue TexHuueckue xapakTePUCTUKHI usmeper | Koin-Bo
ust
1 [IapukoBast Ir. 1
pyuka
2 Jluct Oymaru L. 1

JOJIZKHBI UMETH IIPU CEBE (nmpu He00X01uMOCTH)

PACXO/JHBIE MATEPUAJIBI, OGOPYJOBAHUE U HHCTPYMEHTbBI, KOTOPBIE YHACTHUKU

PACXO/JHBIE MATEPUAJIBI 1 OBOPYJTOBAHUE, SATIPEILIEHHBIE HA 11

JIOIIAJIKE

1

MoOwibHbIE
YCTPOKCTBA

COBOWM YYACTHHK (nipu HeoGX01HMOCTH)

JOINOJHUTEJBHOE OBOPYJIOBAHHUE, THCTPYMEHTBI KOTOPOE MOJKET IIPUBECTH C

Doto
He00X0IUMOro
HaunmenoBan obopynosanus, Tex. XapakTepuCTUKH 000PY10BAHHS M CCHLIKA HA CAT En.
Ne cpeacTea H3MepeHHn Koa-Bo
He NMPOU3BOAUTEISA, MOCTABIIUKA
HHAUBUAYAJIbH b |
0ii 3a1UTBI
1 | Opranaiize http://com-v.ru/tiflomarket/braille-sense-u2-qwerty/ . 1
p bpaiina | ~ ’
Braille >
Sense U2 /
2 | Cnenuanus https://www.smartaids.ru/catalog/sighting_loss/kompyutern 1 1
UPOBaHHOE aya-tekhnika-i-po-dlya-slabovidyashchikh-i-
IO nns slepykh/programmnoe-obespechenie/
c1aboBUII
X
OBOPYJOBAHMUE HA 1-I'0O DKCIIEPTA (npu He0o0X0AMMOCTH)
O6opynoBanue, MeOeIb
Doto
Heo0X0AMMOro
H o0opyaoBaHusl, . En.
AUMECHOBaAH TexHnueckne XAPaAKTEePUCTUKHU U CCBLIKA HA CAUT MPOU3BOAUTEJISA,
Ne cpeacTea H3MepeHn Koa-Bo
He NnMoCTaBIIMKA
HHAUBUAYAJIbH A
0if 3a1UTBI
1 | Cryn Oducnsrii, https://beautyoffice.ru/kb-8-kreslo-burokrat Hlr. 1/5
2 | Cron 1400x700 mwm, https://meb-biz.ru . 1/5
3 | APM Intel Core i5 nmu 6bicTpee, 8§GB RAM u 6oxee, S00GB M. 1/5
HDD u 6o05ee,0OC WINDOWS 8.1, Monurop 21 mroiiMa u
- 0oJiee, MbIllb, KJIABUATYPa, JOCTYII K TOUKE JOCTYIa
ydacTHHKA uepe3 Wi-fl kapTy KOMITbIoTepa WIH CETEBOU
Kabeb,
https://www.nix.ru/autocatalog/hp/hp computers/HP-
ProDesk-600-G3-Microtower-1KB31EA-ACB-i15-7500-4-




500-DVD-RW-Winl10Pro 323282.html
4 | Ilpunrep . o | Jlazepuoe Moy HP LaserJet Pro MFP M132nw, IT. 1/5
~_~==——"| https://www.ulmart.ru
PACXOJHBIE MATEPHAJIbI HA 1 Jxcnepra (mpu He00X0IHMOCTH)
PacxoiHbie MaTepuabl
En.
Hanmenos
Ne AHIE TexHndeckue xapakTepUCTUKU u3MepeH | Kom-Bo
us
1 | bymara bymara oducHas ITu. 1/5
2 | Pyuka M. 1/5
IIapUKOBast
OBIIASI MIHOPPACTPYKTYPA KOHKYPCHOM IVIOIIAJIKHU (npu Heo6X0QuMocTH)
JomnonanTensHOE 000pyAOBaHNE, CPEICTBA HHANBUAYAIBHOMN 3aIIUTHI
doto
He00X0AUMOro
oGopynoBauns Tex.xapaKTepMCqun,uononﬂnieﬂbﬂoro OﬁongOBaﬂﬂﬂllcpeHCTB En
N HaumeHoBan ’ HHAUBU1YAJIbHOU 3AIUTHI U CCBHLIIKA HA CAUT NPOU3BOAUTEJISA,
o cpeacTaa H3MepeHHn Kou-Bo
He NnoCTaBIIMKA
MHIMBHUAYAIbH 1
0if 3a1UTBI
1 | Ormerymm OrHeTymuTeNb yTIeKUCIOTHBIN, http://www.magazin01.ru . 2
TeJb
KOMHATA YYACTHHKOB (npu He00X0a1UMOCTH)
O6opynoBaHue, MeOellb, PACXOAHBIE MaTEpPHAaIbI (TIPH HEOOXOTMMOCTH)
1 Cron
2 Bemanka Bemano - cToiika Ui O1eX bl lT. 1
JAONNOJHUTEJBHBIE TPEFOBAHUSA K IVIOINAAKE/KOMMEHTAPUU
KonmdecTBO TOUEK 3IEKTPOIUTAHUS H UX XapaKTEPUCTHKH, KOJIIMYECTBO TOUEK HHTEPHETA U TPEOOBaHUS K HEMY,
KOJIMYECTBO TOUYEK BOJBI U TpeOOBaHWUs (Topstdasi, XOJIOAHAS)
Ne | Hammenos Tex. XapaKTepUCTUKHU
aHue
1 220 B . 16

4. MunuMmajdbHble TPeOOBAaHUSI K OCHAIIEHUIO PadOYUX MeCT C Yy4eToM
OCHOBHBIX HO30JIOTMH.

ILnomanm,
M.KB.

HIupuna npoxoaa Me:xxay padounmu
MeCcTaMH, M.

Cnenunajan3upoBaHHOE
o0opynoBaHue,
KOJIU4€eCTBO.*

https://www.obrazov.org/

PaGouee MecTo He Menee 2.5 (Kosmuectso
Y4ACTHHKA € KB M ’ He MeHee | M o0Opy/lOBaHUSl  3aBUCHUT
HapyLIeHUeM cJIyxa oT KOJINYECTBA
Y4aCTHUKOB)
https://www.obrazov.org/
(KonuuectBo
PaGouee mecto 000pYIOBAHHS  3ABHCHT
Z:;;El::;eﬁa 6onee 3 M He MeHee 1 M oT KOJIMYECTBa
3peHus YYaCTHUKOB)
Opranaiizep Bpaiins,

CIICUAJIMBUPOBAHHOC




POTpaMMHOE

obecrieueHue TSt
CJIa0OBUIAIIX
PaGouee mecro | Gonmee 3 M | Pazmeper 30HBI pabodero Mecra Ha | https://www.obrazov.org/
y41acTHHKA ¢ | Cronsl c | onHoro pebenka uHBaNWga Ha Kpecie- | (KomnuecTBo
napymenuem OJA | perynuposkoif | Komsicke cocTaBIsioT He MeHee 1,8%X0,9 | 060pyIOBaHUS — 3aBUCHT
o BeIcoTe. | M. IIpoxon mexay pabouumu CTONaMH | OT KOJINYECTBA
MuHMMaNbHBIN | UIs1 CBOOOIHOTO MPOE3/ia U MOAbE3/1a K | YIaCTHHKOB)
pasMep  30HBI | cTONy J0JKeH ObiThb He MeHee 0,9 M,
Ha OJTHO MECTO | T.€. pa3Mepbl pabouell 30HBI BMECTE C
c ydyetoMm | mpoxogom - 1,8x1,8 wm. I[lupuna
noabe3aa U | IPOXOJa MEXAY pAAaMU CTOJOB st
pasBopora yyaliuxcs,  MepelBUraloluUXcsi B
KOJSICKM paBEH | Kpecjlax KOJISICKaX M Ha OIopax - He
1,8x1,8 M. Menee 0,9 M OT COMHKM CTyna [0
CIEyIoIlero CTojla, a 'y MecTa
y4allerocsi Ha Kpecie KOJISICKE BJO0JIb
npoxoja He meuee 1,4 m
PaGouee MecTo | HE MeHee 2,5 | He MeHee | M https://www.istok-
y4acTHUKA €| KB. M reatech.ru/catalog/
COMAaTHYCCKUMHU
3a00JIeBAaHUSIMU
PaGouee MecTo | HE MeHee 2,5 | peKOMEHIyeTcs npenycmarpuBarth | https://inva24.ru/
y4acTHMKa ¢ | KB. M ITOJTy3aMKHYTBIE paboune MecTa-
MEHTATbHBIMU KaOMHBI (C OOKOBBIMH OOpTHKaMH U
HapyHreHHsIMH SKpaHaMH Y  CTOJIa,  BBICOKUMH
CIMHKAMH CHJIEHHH, C OOpTUKaMu

OTpPKIEHUSMHU MO OOKaM M C3aau U
T.I.), YTO CO3AA€T IS ATUX yUYalTUXCS

Ooee CIIOKOHHYIO 00CTaHOBKY,
IIOMOTaeT peryiupoBarthb
NICUXOJIOTUYECKYI0  JUCTaHIUI0  C
OKPYXKaIOIIUMU.

*YKa3BIBaeTC5I CChUIKA Ha CaliT ¢ Tex. XapaKTCpUCTHUKAMU, m00 HaMMEHOBAaHHE W TeX.

XAPAKTCPUCTUKHU CIICHUAITIU3UPOBAHHOI'O O60py,[[0B aHus.




5. CxeMa 3aCTPOIiKH COPEBHOBATEILHOM MIOIIATKH.

3acTpoiika ocyuiecTBJIsieTCSl HA TPYIIY YYACTHMKOB
- Ha 5 pado4yux MecT (IKOJbHUKH)

- Ha 5 pa0o4ux MecT (CTyIeHTbI)

- Ha 5 pado4ux MecT (CIeuraTuCThI)

151 Bcex KaTeropui

MnaM 38cTPodKH NNOWAZKA NG KOMNETEHLAK
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6. TpeOoBaHUsI OXPAHBI TPY/AA U TEXHUKHU 0€30MACHOCTH

Texuuxa b6ezonacnocmu. Obwue mpebosanus 6e30nacHoCmiu.

HacTrosmas MHCTPYKIUS pacpoCTpaHseTCs Ha JOMYIICHHBIX Ha IJIOLAJAKYy COPEBHOBAaHUMN
JUI, SKCIUTYaTHPYIOIIUX CPEICTBA BBIYMCIUTEIBHON TEXHUKH M CETeBOe O00OpYIOBaHHE.
WHCTpYKIUS COACPKUT OOIIHME YKa3aHUs M0 0€30MacHOMY MIPUMEHEHHIO JICKTPOOOOPYI0BAHUS
IUIOINAAKN cOopeBHOBaHMN. TpeOoBaHMS HACTOSIIEH HMHCTPYKIMH SIBISIOTCS 00s3aTEIbHBIMH,
OTCTYIUICHUSI OT HEe He JomyckaroTcsa. K caMoCcToATeNbHON SKCIUTyaTalluy AJIEKTPOAIIapaTyphl
JIOTTYCKAEeTCs TOJILKO JILa He MoJioxke 18 set.

Tpebosanus bezonacnocmu neped Hauyaiom pabomoi.

[Tepen HawamoMm paboOThl  cleAyeT yOEAUThCS B HCIHPABHOCTH  SJCKTPOIPOBOIKH,
BBIKJTFOYATEJICH, IITENCEIbHBIX PO3CTOK, IIPH IOMOIIHM KOTOPBIX O00OPYIOBaHHME BKIIFOUACTCS B
CETh, HATMYHHU 3a3EMJICHUS KOMITBIOTEPA, €ro pabOTOCIIOCOOHOCTH.

Tpebosanus bezonacrhocmu 60 8pems pabomeol.

JIJis CHUKCHUSL WU TIPEOTBPAILCHHS BIMSHUS ONACHBIX M BPEIHBIX (PaKTOPOB HEOOXOIUMO
cobmronars CaHUTapHbIE MTPaBUJIa U HOPMBI, TUTHEHUYECKHE TPEOOBaHUS K BHUI€0-AUCIIIICHHBIM
TEpPMHUHAJIAM, TIEPCOHATIBHBIM 3JICKTPOHHO-BBIYHCIUTEIBHBIM MAIIMHAM U OPTaHU3AIH PaOOTHI.

Bo u3bexxanue moBpexIeHHs M30JSIUHA MTPOBOJIOB M BOSHUKHOBEHHS KOPOTKUX 3aMbIKaHHN
HE paspemiaercs: BemaTh 4To-TM00 Ha MpOBOJA, 3aKpallMBaTh M OCNUTH IIHYPHI U MPOBOAA,
3aKJIaApIBaTh TPOBOJA M IIHYPHl 3a Ta30BbIE M BOJONPOBOAHBIE TPYyOBI, 3a Oarapeu
OTOTHTENBHON CHUCTEMBI, BBIACPTUBATH IITENCENbHYIO BHJIKY M3 PO3CTKH 3a IIHYp, YCHIIUE
JIOJKHO OBITH MPHIIOKEHO K KOPITYCY BHIIKH.

JIsi MCKITFOYEHUSI MOPAKEHUS AJIEKTPHUUSCKUM TOKOM 3allpeliacTCs: 4YacTo BKIKOYATh H
BBIKJIFOYATh KOMITBIOTEp 0€3 He0OXOAMMOCTH, NPUKACAThCS K AKPAHY M K THUIBHOHW CTOPOHE
OJIOKOB KOMIIbIOTEpa, paboTaTh Ha CPEACTBaX BBIYMCIUTEIBLHOM TEXHUKH M CETEBOM
000pyIOBaHUU MOKPBIMH pyKaMH, a TaKXKe UMETh Ha pabodyeM MecTe Tapy ¢ BOJOW MJIHM APYroi
KHUJIKOCTbIO, padoTaTh Ha CPEACTBaX BBIYMCIUTEIBHOM TEXHUKHM U nepudepuitHoM
000pyI0BaHUH, UMEIOLINX HapyLIeHUs LEIOCTHOCTH KOpITyca, HapyLIeHHUs U30JISLUU TPOBOJIOB,
HEHCIIPABHYIO WHAMKAIMIO BKIIOYEHHS MUTAHUS, C MPU3HAKAMH DJICKTPUYECKOTO HANpsIKSHUS
Ha KOpIyce, KIacTh Ha CPEACTBA BBHIYMCIUTEIBHOW TEXHUKH M TepU(epruitHoM 000pyI0BaHUU
MIOCTOPOHHUE MPEIMETHI.

3ampemnaercst O HaMPsHKEHHEM OYHINATh OT IMBUTH M 3arPsS3HEHUS SJIEKTPOOOOPYI0BaHHE.

3anpeniaercs MpoBepsATh padOTOCIIOCOOHOCTH AJIEKTPOOOOPYIOBAHUS B HEMPUCTIOCOOICHHBIX
JUISL DKCIUTyaTallud TIOMENICHUSX C TOKONPOBOJSAIIMMH TIOJAMH, CBIPBIX, HE TO3BOJISFOIINX
3a3eMJIUTh JOCTYITHbIE METANTNYECKUE YACTH.

Henonyctumo noj HanpspkeHHEM MPOBOAMTH PEMOHT CPEJCTB BBIYMCIUTELHON TEXHUKU U
nepupepuitHoro 000py0BaHUS.

PeMoHT arexTpoammapaTypbl MPOU3BOAUTCS TOJBKO CIEUUAINCTAMU TEXHUKAMU C
COO0JTI0/IEHHEM HEOOXOIMMBIX TEXHUYECKUX TpeOOBaHUH.

Bo u3bexxanue mopaxeHHs 3JEKTPUUYECKUM TOKOM, MPHU MOJIB30BAHUHU AIIEKTPONpUOOpaMu
HeNlb3s KacaTbCs OJHOBPEMEHHO KakKHUX-IHOO TpyOONpoBOJOB, OaTapeil  OTOIUICHHUS,
METAJUTMIECKUX KOHCTPYKITMIA, COSAMHEHHBIX C 3€MIICH.

[lpy mONMB30BaHWM DJIEKTPOIHEPTHEH B CHIPBIX MOMEMICHUSX COOJI0AAaTh  0COOYIO
OCTOPOKHOCTb.

Tpebosanus 6e3o0nacHocmuy no OKOH4YAHUY pabombl.




[Tocne okoHuaHUS pabOTHI HEOOXOAMMO 00ECTOUUTE BCE CPECTBA BRIUMCITUTEILHON TEXHUKU
u cereBoe oOopynoBaHue. B cimydae HEOOXOAMMOCTH OCTaBUTh BKIIOYEHHBIMH TOJBKO
o0opyoBaHue, yKazaHHOE IKCIEPTaMu.
Tpebosanus 6e30nacHocmu 8 AGAPULIHLIX CUMYAYUSX.

[Ipu oOHapyXeHMH HEHUCIPABHOCTH HEMEIJICHHO 00eCTOYUTh 3JEKTPooOOpyAOBaHuE,
OMOBECTUTH JKcrepToB. [IpomomxeHne paboThl BO3MOKHO TOJBKO IIOCIE YCTpaHEHHS
HEUCIIPABHOCTH.

[Tpu oOHapyxeHUU 0OOpBABILEroCcs MPOBOJA HEOOXOIUMO HEMEAJICHHO COOOIMIHUTH 00 3TOM
JKCIIEpPTaM, TPHUHATH MEPhl 10 HWCKIIOYCHHIO KOHTAaKTa ¢ HUM Jrojael. lIpukocHOBeHUWE K
MIPOBOJIY OIACHO JIJISl )KU3HH.

Bo Bcex ciydasx MOpa)keHHUs YEIOBEKAa DIICKTPUYCCKUM TOKOM HEMEJICHHO BBI3BIBAIOT
Bpaua.

Jlo npuObITHS Bpaua HYKHO, HE Tepsisi BPEMEHH, MPUCTYNUTh K OKa3aHUIO MEPBOW MOMOIIU
MOCTPa/IaBIIEMY.

HeoOxonumMo HeMeAsIeHHO HayaTh NPOU3BOJAUTH HCKYCCTBEHHOE JIbIXaHHe, Haubolee
3¢ (HEeKTUBHBIM U3 KOTOPBIX SBISETCS METOJl «POT B POT» UM «POT B HOCY», & TAK)KE HAPY KHBIN
Maccax cep.ua.

HckycCTBEHHOE JBIXaHUE MOPAKEHHOMY DJIEKTPUYECKHM TOKOM IMPOU3BOJUTCS BILIOTH JI0
npuOBITHS Bpaya.

Ha pabouem mecTe 3anpeniaercsi MMETh OTHEOTIACHBIE BEIIECTBA.

B nomemenusx 3anpemaercs:

a) pa3XUrarb OroHb;

0) BKJIIOUYATh AJIEKTPOOOOPYIOBAHKE, €CITU B TOMEIICHUH MTaXHET ra3oM;

B) KYpPHUTh;

T') CYIIUTH YTO-INOO HAa OTOMUTENBHBIX TPUOOpax;

1) 3aKpbIBaTh BEHTUISIIIMOHHBIE OTBEPCTHUS B DIIEKTpOAIIapaType.

VicTouHnKaMu BOCTIIIaMEHEHUS SIBIISIOTCS:

a) UCKpa IIpH pa3psijie CTaTHUECKOTo IIEKTPUIECTBA;

0) MCKpPBI OT NIEKTPOOOOPYI0BAHNS;

B) CKpBI OT yJlapa U TPEHUS,

') OTKPBITOE IJIamsl.

[Tpyr BOSHUKHOBEHHH ITOKAPOOTIACHOW CUTYAIUH WJIH TTOXKapa MEePCOHANT JTOJKSH HEMEICHHO
MPHUHITH HEOOXOMWMBIC MEphI IS €ro JIMKBUIAIMH, OJHOBPEMECHHO OIIOBECTHUTH O IOXKape

aIMUHUCTPALHUIO.
[TomemieHust ¢ 3MEKTPOOOOPYAOBAHUEM JOKHBI OBITH OCHAIIEHBI OTHETYIIUTEIISIMHU.





